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Figure 1: Users deal with various types of information in daily life that can have vastly different privacy requirements, e.g.,
personal photographs, passwords, or social media posts. Gaze3P is the first large-scale dataset that allows for the systematic
study of user-perceived privacy. We report extensive experiments demonstrating the feasibility of predicting perceived privacy
from human eye gaze. We also show how predicted privacy can be used to optimise the parameters of privacy-preserving
techniques for data analysis and learning, such as Differential Privacy (DP), to better align them with user expectations.

Abstract
Privacy is a highly subjective concept and perceived variably by dif-
ferent individuals. Previous research on quantifying user-perceived
privacy has primarily relied on questionnaires. Furthermore, apply-
ing user-perceived privacy to optimise the parameters of privacy-
preserving techniques (PPT) remains insufficiently explored. To
address these limitations, we introduce Gaze3P – the first dataset
specifically designed to facilitate systematic investigations into
user-perceived privacy. Our dataset comprises gaze data from 100
participants and 1,000 stimuli, encompassing a range of private and
safe attributes. With Gaze3P we train a machine learning model to
implicitly and dynamically predict perceived privacy from human
eye gaze. Through comprehensive experiments, we show that the
resulting models achieve high accuracy. Finally, we illustrate how
predicted privacy can be used to optimise the parameters of differ-
entially private mechanisms, thereby enhancing their alignment
with user expectations.
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1 Introduction
Privacy, particularly as it is perceived by individuals, is a complex
and deeply subjective construct that varies significantly across
contexts, cultures, and personal experiences [21, 28, 89]. Unlike
technical privacy, which can be quantified through cryptographic
guarantees or formal metrics, perceived privacy refers to an individ-
ual’s internal judgment about the sensitivity or appropriateness of
data sharing [9, 70]. Understanding and quantifying user-perceived
privacy is essential because it directly influences users’ willingness
to engage with digital systems, share information, or consent to
data sharing requests [11, 60, 89]. Therefore, accurately quantify-
ing perceived privacy helps designers create user-aligned privacy
mechanisms, improve transparency, and ultimately enhance user
satisfaction and system usability [11, 56, 61, 74].

The ability to quantify user-perceived privacy levels also has
significant potential for optimising the parameters of security pro-
tocols, such as Differential Privacy (DP) [31]. However, despite
continuing discussions, the problem of how to map users’ privacy
perception to protocol parameters remains unsolved [21, 21, 28, 28,
67, 89, 102]. A key reason for this failure is the large number of
factors that affect privacy perception, such as (i) oversight of the
situational diversity [87], (ii) neglect of within- vs. between-subject
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variations [89], (iii) e�ects of biases, heuristics, or impulsivity on
online user behaviour [67, 102], and, most importantly, (iv) the
scarcity of the available behavioural data that encapsulates all rele-
vant aspects. Previous work mainly relied on explicit feedback, such
as questionnaires, which has been shown to not align well with
users' satisfaction [101, 118], especially since user judgement dy-
namically changes depending on context, behaviour, or knowledge
[55].

In this work, we explore a novel approach: The use ofhuman
eye gaze as an implicit and dynamic source of information on user-
perceived privacy. In particular, our approach does not require a user
to explicitly provide input or make active decisions, e,g, clicking a
button or selecting a privacy setting. Naturally, the feedback derived
from gaze is responsive to changing contexts, such as di�erent
content, tasks, or user states, i.e. as the user interacts with new
stimuli, their gaze behaviour adapts, and our approach therefore
continuously updates itself accordingly. Prior research has shown
that eye gaze contains rich information about the user, such as
identi�ers [ 17], quasi-identi�ers [113], con�dential attributes (e.g.
user activities [117], attentive [40, 120] and cognitive states [15, 58],
or information about private situations [118]). Consequently, we
try to answer our main research question RQ1:

RQ1:Can human eye gaze be used as an implicit and
dynamic indicator of user-perceived privacy?

To this end, we present Gaze3P (Gaze-basedPrediction of user-
PerceivedPrivacy) � the �rst large-scale dataset for studying
user-perceived privacy from the perspective of human eye gaze.
Gaze3P includes gaze data (i.e. where, when, and how a person
looks) of100participants viewing1•000natural images showing
di�erent objects, some with private attributes (e.g. credit cards and
medical history) as shown in Fig. 2. The dataset also provides user
ratings of perceived privacy on a scale from 1 (very private) to 7
(very safe) for each image. The full dataset, including all annota-
tions, is available at [Dataset Link] (cf. [8] for the implementation).
Using our new dataset, we then explore:

RQ2:How accurately can ML models predict privacy per-
ceptions solely from gaze?

We therefore present di�erent tasks, focusing on the automatic
prediction of users' perceived privacy solely from gaze behaviour.
These tasks correspond to privacy-related problems or objectives
that an algorithm is trained to address using our collected data.
Once trained, the algorithm can be used to generalise its learned
solution to apply to the same class of problems for previously un-
seen individuals. Since it is not feasible to a priori determine which
features can be reliably extracted from gaze data�nor whether po-
tentially confounding factors can be e�ectively disentangled�we
employed machine learning algorithms to automatically identify
privacy-related patterns associated with each task. These tasks in-
clude:Stimuli-based Perceived Privacy (SPP) tasks to infer how
private a stimulus (e.g. image) is andUser-based Perceived Pri-
vacy (UPP)tasks to infer information about the user (e.g. privacy

expertise or identity). Our ML models demonstrate that human eye
gaze provides accurate predictions of perceived privacy.

Hence, we explore a third research question:

RQ3:Can gaze-based predictions of perceived privacy be
integrated into privacy-preserving frameworks (such as
Di�erential Privacy) to optimize utility while aligning
with user expectations?

We use the Gaze3P predictions of user-perceived privacy to optimise
the parameters of di�erentially private mechanisms. Di�erentially
private mechanisms obfuscate sensitive data samples such that only
a limited amount of information about the private data can still
be deduced from the obfuscated output of the mechanism. The
exact amount of acceptable leakage depends on a privacy budget
parameterY ¡ 0, which determines the obfuscating noise added
by the mechanism. IfYis small, the privacy guarantee becomes
stronger, but usually, the output of the mechanism is less accurate,
and usability decreases. It is therefore important not to choose the
privacy budgetYtoo small, i.e., to only add the minimal amount of
noise that guarantees a target privacy level. The optimisation of
DP-parameters has therefore seen much attention in recent years
[11, 61, 98].

Our new dataset Gaze3P and the resulting ML model predic-
tions provide a new way to determineY, which re�ects a user's
perceived privacy. Depending on the actual use case, we propose
di�erent mappings from perceived privacy levels toY-values. We
evaluate how each mapping a�ects the utility of the obfuscated
output dataset and show that our gaze-based approach outperforms
previous work.

Contributions. In summary, our work makes the following con-
tributions:

(1) We present Gaze3P � the �rst large-scale dataset for study-
ing user-perceived privacy using human eye gaze, providing a
dynamic and implicit user feedback.

(2) We propose several novel learning tasks focusing on predicting
user-perceived privacy from human eye gaze. These tasks cover
di�erent aspects of privacy and also allow us to explore potential
applications and limitations of gaze-based privacy perception.

(3) We demonstrate how gaze-based predictions can be used to opti-
mise parameters of privacy-preserving techniques. Speci�cally,
we introduce a novel approach that maps predicted privacy
levels to DP's privacy parameterYand show that aligning DP
with user expectations improves the data utility in data analysis
and learning.

2 Preliminaries

Eye Tracking. Gaze data is typically collected using eye-tracking
devices that record the position and movement of a user's eyes
relative to a visual stimulus or screen. Modern eye trackers em-
ploy infrared light to detect corneal re�ection and pupil centre,
enabling accurate estimation of gaze coordinates at high temporal
resolutions. The raw gaze signal is then processed into interpretable
features such as �xations, saccades, and pupil dilation:
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� Fixationsrefer to time periods where the eye remains focused
on a speci�c location, typically lasting 100�400 ms. They are
indicative of visual attention and cognitive processing of that
region.

� Saccadesare rapid eye movements between �xations used to
reposition the fovea to new visual targets, lasting 20�80 ms. These
movements are ballistic, and their patterns can inform about
scanning behaviour and search strategies.

� Pupil dilationis a physiological response modulated, amongst
others, by both environmental lighting and cognitive load. In-
creased dilation was linked to heightened mental e�ort, emo-
tional arousal, or attentional demand.

Together, these gaze features provide a rich, temporally �ne-
grained source of implicit user feedback (i.e. without requiring
direct input or explicit interaction). We refer the reader to [53, 54,
95, 100] for details about eye tracking and gaze behaviour analysis.

By transforming the continuous, high-dimensional gaze signals
into quantitative features�such as �xations, saccades, and pupil
diameters�machine learning (ML) models are provided with infor-
mative inputs that capture essential characteristics of user inter-
action or cognitive states. These features are then passed into ML
algorithms, enabling the models to learn underlying statistical pat-
terns or associations within the data. This learned structure allows
the models to perform speci�c tasks such as classi�cation, regres-
sion, or clustering. Ultimately, this feature-to-model pipeline allows
ML systems to generalize from training data and make accurate,
data-driven inferences about new, unseen inputs.

Di�erential Privacy (DP). DP is a mathematical framework that
ensures privacy by limiting the impact of any single data point on
the output of a computation. A randomised algorithm" satis�es
Y-DP if, for all datasets� and� 0 di�ering by at most one element,
and for all measurable subsets( of the output space:

Pr»" ¹� º 2 ( ¼ � 4Y � Pr»" ¹� 0º 2 ( ¼• (1)

whereY� 0 is the privacy budget, controlling the privacy loss. A
smallYmeans that� and� 0 are (almost) not distinguishable given
a set of outputs( . From an adversarial perspective, an adversary
A challenged to distinguish� and� 0 given an output set( will
output the dataset which is more likely, e.g.� if Pr¹� j" ¹� º 2 ( º �
1
2 � Pr¹� j" ¹� 0º 2 ( º. In the most extreme case of Eq. (1) we have
Pr¹" ¹� º 2 ( º = 4YPr¹" ¹� 0º 2 ( º and hencePr¹� j" ¹� º 2 ( º =
4YPr¹� 0j" ¹� º 2 ( º = 4Y¹1 � Pr¹� j" ¹� º 2 ( ºº ) Pr¹� j" ¹� º 2
( º = 4Y

1̧ 4Y . Thus, the (absolute) advantage of an adversary is bounded
by advA � 2 4Y

1̧ 4Y � 1 = 4Y� 1
4Y¸ 1 (cf. Appendix E for more details).

3 Related Work

User Perceived Privacy. As more data is being collected, shared,
and processed, sensitive insights about the user's personality, in-
tentions, and preferences are being leaked [63, 89]. Hence, to better
protect user privacy, prior works have investigated the psycholog-
ical mechanisms of privacy decision-making [89], self-disclosure
[28], and the related cost-bene�t analysis [21]. They showed that
the user-perceived privacy dynamically changes according to the
user's context, behaviour, and knowledge. Other works focused on
privacy-in-context (i.e. contextual integrity) [97, 123] and further

showed that user-perceived privacy is a�ected by culture, activities
(e.g., online shopping vs. online banking), and platforms (desktop
vs. mobile). Prior works [63, 79, 118] often used generic privacy
mechanisms that remain static throughout the interaction. These
mechanisms are typically prede�ned at the onset of a session (e.g.,
at the initiation of a protocol) and fail to account for the dynamic
nature and context-dependent �uctuations of the users' privacy
judgments [55].

Eye Gaze and Privacy Perception. The results of the afore-
mentioned works usually rely on user questionnaires. However,
when using questionnaires, users often fail to follow their own
privacy preferences [93, 101, 107]. In this paper, we propose to
use human eye gaze (instead of questionnaires) to implicitly cap-
ture the dynamics of user-speci�c privacy perception. Eye-tracking
data is already widely used to study human behaviour and cogni-
tion [18, 35, 53, 54, 95, 100]. Prior research has demonstrated that
gaze patterns can re�ect cognitive processes such as risk percep-
tion and habituation [5, 48, 49]. For instance, studies have shown
that increased risk is often associated with longer �xations and
heightened visual scanning, indicating deeper cognitive engage-
ment [52, 92, 119]. Conversely, habituation to repeated stimuli can
lead to reduced gaze variability and decreased attention, even in
the presence of sensitive information�a challenge for maintaining
consistent privacy awareness [5]. Gaze3P builds on these insights
and hypothesises that gaze can also be used as an indicator of
user-perceived privacy. The idea to use gaze to detect privacy-
sensitive situations is not completely new and has been explored in
[118], where the users' eye movements and �rst-person video were
recorded using an egocentric (head-mounted) camera. However,
[118] focuses on detecting privacy-sensitive situations rather than
quantifying privacy perception. It also only features a small set of
17 participants in a free-viewing task and relies on recording and
processing the scene imagery, which might break privacy [101]. In
this paper, we instead focus on the implicit and dynamic privacy
perception feedback solely through gaze.

Other Privacy-Related Gaze Applications. Prior works at the in-
tersection of eye tracking and privacy mainly focus on (i) eye-based
authentication [78, 84], (ii) privacy considerations and guidelines
[47, 64], (iii) secure AR/VR applications [13, 25� 27, 75, 84], (iv)
UI design for secure interactions [64], (v) secure gaze data sharing
[12,25� 27,37� 39], and (vii) information leakage and attacks on gaze
data [19, 38, 116, 122]. Apart from the di�erent focus, Gaze3P, also
di�ers in (i) the purpose of gaze, i.e., some prior work [75, 84, 122]
uses gaze for explicit interaction (e.g., authentication [84] or gaze
rays in VR [75]) while Gaze3P uses gaze as an implicit (passive)
signal to infer perceived privacy, (ii) unlike prior work, we focus
on the cognitive aspect of gaze in privacy, beyond the gaze loca-
tion estimation [19, 122], (iii) privacy positioning, i.e. Gaze3P is
user-centric and proactive (helping users protect their own privacy
through implicit gaze behaviour) while prior works either focus on
system-enforced protection for eye tracking [25� 27,37� 39,75], user
authentication [78, 84], or demonstrating privacy vulnerabilities
[64, 116].
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Personalised Di�erential Privacy. In classical di�erential pri-
vacy (DP), the privacy parameterYis chosen independently of the
subjective privacy perception of an individual user but instead
provides the same privacy guarantees to all users [61]. This is
despite the fact that users have varying expectations about ac-
ceptable privacy levels. As a result, a certain DP-privacy level
Ymight not o�er enough protection for some users while over-
protecting others [42, 61]. Personalised Di�erential Privacy (PDP)
[2, 4, 11, 24, 34, 61, 98] is an extension of standard DP that intro-
duces �exibility by tailoring privacy protections based on individual
preferences, allowing for a more nuanced balance between privacy
and utility. Alaggan et al. [4] �rst introduced the theoretical concept
of PDP through linear pre-processing (a.k.a stretching) of the input
data. In their approach, the input data is scaled according to each
individual's privacy preference before applying a di�erentially pri-
vate mechanism. Cummings and Durfee [23] generalised the PDP
framework to a broader class of mechanisms. They proposed a con-
structive method for implementing personalised privacy guarantees
directly within the mechanism design. However, they demonstrated
that computing an optimal personalised mechanism under these
conditions is NP-hard. Later works [22, 41] used weighted moment
estimation of each data point according to the privacy level. In these
approaches, the privacy level speci�ed by each user was used to
assign a weight to their corresponding data contribution during the
statistical estimation process. This weighting strategy ensured that
data from users requiring stronger privacy protections (i.e., lowerY
values) exert less in�uence on the aggregate statistics, while users
with looser privacy requirements (higherYvalues) contribute more
signi�cantly. Other works [10, 76] proposed partitioning the data
into separate groups and then assigning di�erent privacy levels.
Jorgensen et al. [61], followed by Niu et al. [98] and Ebadi et al.
[34], relied on excluding or sub-sampling some data samples ac-
cording to their privacy levels. While all of these methods were
designed for data analysis, Boesnisch et al. designed a privacy-
preserving training mechanism for machine learning models that
integrated individual privacy levels directly into the optimisation
process [10, 11]. They adapted the gradient computation and noise
addition to re�ect user-speci�c privacy budgets.

Similarly, we determine a suitable privacy budgetYbased on be-
havioural data rather than assigning it arbitrarily or using assump-
tions. Our work is the �rst to do so using human gaze data. This
approach ensures that the privacy budgets more accurately re�ect
users' actual perceptions and expectations of privacy. Grounding
Yin observed user behaviour not only improves the practical rele-
vance and usability of privacy-preserving systems but also helps
bridge the gap between formal privacy theory and human-centred
privacy concerns, ultimately leading to more trustworthy and adap-
tive data handling practices.

4 Gaze3P Dataset
Due to the lack of available datasets, in this section, we present
our new gaze-based dataset Gaze3P. Our large-scale data collection
is essential for deriving statistically signi�cant insights into users'
perceptions of privacy and for empirically validating the use of gaze
as a reliable indicator of perceived privacy. By o�ering a standard-
ized dataset, Gaze3P aims to facilitate reproducible research and

Figure 2: Sample images from the VISPR dataset with safe (e.g.
cat, colours) and private (e.g. credit card, political opinion)
attributes

enable the development and evaluation of models that infer per-
ceived privacy dynamically and without explicit feedback through
gaze patterns.

Eye tracker. For gaze data collection, we used an Eyelink eye
tracker that provides binocular gaze data at a sampling rate of
2kHz. As is common practice in laboratory eye tracking studies,
we used a chin rest to stabilise participants' heads. Images were
shown on a computer screen with a resolution of 1920x1080 pixels
and a size of545mm x 303mm. The eye-to-screen distance was
700mm. The proportion of the calibrated area was set to 0.63 x 0.88
to stay within the trackable range of the system with an HV13-13
(horizontal/vertical 13 targets) calibration type for better spatial
accuracy across the entire screen. The recorded gaze data was then
processed into �xations, saccades, and pupil information (cf. Sec-
tion 2). More details and visualisations can be found in Appendix A.

Stimuli. We randomly sampled a subset of images from the VISPR
dataset [101] as our stimuli since it is the only publicly-available
dataset that contains privacy-related attributes. See Fig. 2 for sam-
ple images. The dataset contains 68 attributes categorised into nine
attribute groups. The attributes were compiled according to the
guidelines for the EU Data Protection Directive (GDPR) 95/46/EC,
the US Privacy Act of 1974, and the data sharing rules in online
social networks. It further includes reliable and consistent attribute
annotations by letting multiple annotators follow detailed labelling
guidelines. We ensured a balanced distribution across the anno-
tated privacy attributes. This strati�ed sampling approach was
employed to maximise attribute coverage and mitigate sampling
bias, given the practical constraint on the number of stimuli each
participant could reasonably view during the experiment. Despite
this limitation, the resulting dataset remains relatively large and
representative, supporting robust analysis of visual privacy per-
ception across a diverse range of attributes. Our dataset includes
1,000 images with corresponding private and safe (i.e. non-private)
attributes. The attribute categories in VISPR [101] are:

� Personal information: e.g. age, gender, �ngerprint, signature.
� Documents: e.g. credit card, passport, national ID.
� Medical: e.g. medical history, hospital tickets, physical disability.
� Employment: e.g. occupation, work occasion.
� Life: e.g. culture, religion, political opinion, sexual orientation.
� Relationship: e.g. personal, social, professional.
� Whereabouts: e.g. landmark, home address.
� Online activity: e.g. date/time of activity, username, password.
� Automobile: e.g. license plate, vehicle ownership.

Participants. We initially recruited103participants through uni-
versity mailing lists and notice boards. We had to exclude three
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participants due to calibration failures [71]. This resulted in a �nal
group of100participants (37females and63males). Participants
were aged between18and35years, had di�erent nationalities (25)
and di�erent (self-reported) privacy knowledge (12experts)1. All
participants had normal or corrected-to-normal vision. We refer to
Appendix A for more demographic details.

Experiment design. After arriving in the lab, participants were
�rst informed about the general purpose and procedures of the
study. Following [114], we explicitly asked participants to consider
the data as their own, e.g. their phone gallery. The experiment
consisted of four blocks with 25 participants each. Each block in-
cluded two tasks: free-viewing and a search task. In the former,
participants were shown a stimulus (e.g. an image of a credit card)
for �ve seconds and asked to rate its privacy-sensitivity for sharing
on a scale from 1 (very private) to 7 (very safe) following [118].
Similarly, for the search task, participants were asked to search
for a speci�c image (by a category, e.g.document) in a 2 x 2 image
collage, and click the mouse and rate its sensitivity once found, fol-
lowing [114]. The same attributes were presented in both tasks, but
each task featured di�erent sets of images within those attributes.
Each task included three practice trials and50recorded trials with
randomized order of (non)private stimuli (50 %-50 %ratio). The re-
sulting dataset includes a set of triplets of {stimulus, gaze patterns
(timestamped coordinates), and privacy rating} for each participant
in each task. Refer to Appendix A for more details on the dataset
structure and data collection software.

Compliance with the privacy and ethics guidelines. The data
was collected and processed according to the standards, guide-
lines, and approval of the ethical committee of the authors' in-
stitution, with participants' consent, remuneration, and pseudo-
anonymisation procedures. In particular, the privacy and ethical
guidelines of the Menlo Report [29] were satis�ed.

5 Gaze3P Tasks
Our Gaze3P dataset enables new analyses that shed light on how
users cognitively and behaviourally respond to privacy-relevant
stimuli. Given the di�culty in determining beforehand which fea-
tures can be meaningfully extracted from gaze data and whether
confounding variables can be e�ectively separated, we adopted a
machine learning-based approach to automatically uncover privacy-
related patterns corresponding to each task. This method enables
us to objectively evaluate our hypothesis: that gaze behaviour may
function as a proxy for perceived privacy.

More speci�cally, in this section, we explore how well our gaze-
based dataset Gaze3P is suited for two groups of learning tasks:
(i) stimuli-based perceived privacy(SPP) tasks that infer how pri-
vate a stimulus (e.g. image) is in Section 5.1 and (ii)user-based
perceived privacy (UPP)tasks that infer information about the user
(e.g. privacy expertise or identity) in Section 5.2. Each task entails
learning a distinct mapping or pattern within the gaze data, such
as predicting privacy ratings from gaze, classifying stimuli as pri-
vate or non-private, or identifying user-speci�c privacy preferences
based on demographic or behavioural features. For implementation,
we used a basic Scikit-learn framework with default parameter
1All experts are MSc or PhD holders of information security degrees.

settings. This provided a standardised and unbiased baseline for
model training, avoiding manual feature selection or tuning that
could skew results or introduce over�tting. It is important to note
that all models in this study are trained on annotated gaze data,
where user-speci�ed privacy ratings serve as ground-truth labels to
facilitate supervised learning and enable robust evaluation of model
performance. The purpose of this training procedure is to allow the
model to learn association patterns for each task. During testing and
deployment, however, only the raw gaze data is provided as input to
the model�without any accompanying user-speci�ed ratings. This
setup re�ects a practical application scenario, wherein the model is
expected to generalise to previously unseen users or stimuli and
autonomously infer privacy-related judgments based solely on gaze
behaviour. This not only facilitates the development of scalable and
user-adaptive privacy-aware systems but also provides empirical
insights into the underlying mechanisms of perceived privacy.

In the following, we describe the two training tasks in detail
and evaluate the performance of our trained models w.r.t standard
baselines, namely decision tree (DT), support vector machine (SVM),
logistic regression (LR), random forest (RF), K-nearest neighbour
(KNN), and transformer (TF) models (cf. Table 1). To study individual
stimuli, we focused on the free-viewing data of our dataset.

5.1 Stimuli-based Perceived Privacy (SPP)
Quantifying perceived privacy levels helps understand how users
feel about their privacy protections. Privacy perception is mainly
in�uenced by the nature of the stimuli, e.g. their type (e.g. images)
and the content being shared or observed (e.g. a credit card). A
quantitative relation between the stimuli and the corresponding
privacy perception can help in designing more context-aware and
e�ective privacy-preserving mechanisms. We, therefore, propose
four main SPP tasks:

(1) Binary Privacy Perception. Given solely the gaze data, the
binary privacy perception task [118] aims to determine whether a
user is exposed to or interacts with potentially sensitive information.
In addition to the pioneering work of Steil et al. [118], we also want
to determine how the di�erent setups a�ect the binary perception,
e.g. how the perception of a speci�c user (intra-user setting) varies
for di�erent stimuli in comparison to how the perception of many
users (inter-user setting) varies.

(2) Privacy Level Perception. This task aims to map the gaze
data as inputs to a privacy level as output. The dataset includes a
ground truth of 7 di�erent privacy levels, following Steil et al. [118],
indicated by participants for each stimulus. Note that, unlike Steil
et al. [118], we process all classes instead of combining them into
two.

(3) Contextual Privacy Perception. Integrating contextual in-
formation such as demographics or user expertise can potentially
improve predictions of user-perceived privacy levels2 Contextual in-
formation is provided as additional features to the model, capturing
the user's age, gender, nationality, and privacy expertise.
2Other contextual information like the type of application, time of the day, and the
type of platform, has been shown to in�uence the user privacy perception too (cf.
Section 3). To simplify the setup, we did not include this information in our dataset;
however, our approach naturally extends to more detailed datasets.
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(4) Private Attribute Recognition. Prior works [17, 113] showed
that gaze is a good predictor of the user's private attributes, such
as age and gender. Other works [101, 118] recognise the private
attribute directly from images as inputs to their models. Here, we
focus on predicting what private attribute the user is looking at,
given the gaze data alone. The task becomes more challenging as
semantics become more complex and diverse.

SPP applications. Before we discuss our results on tasks (1)�(4),
we want to outline how stimuli-based perceived privacy results can
be used in applications. For example, the quanti�ed values in Tasks
1-3 (classi�ed per attribute in Task 4, if needed) can be mapped
to the corresponding parameters in privacy-preserving protocols.
Such parameters can includeYvalues in DP [31, 32], model update
perturbation or gradient clipping thresholds in federated learning
[63, 88], and similar hand-picked parameters in K-anonymity [112],
L-diversity [85], T-closeness [77], privacy auctions [44, 124], syn-
thetic data generation [80], etc. Other stimuli-speci�c insights are
important for multiple applications, such as access control models
(to de�ne who can access which piece of information, e.g. attribute-
based access control (ABAC) [57] which uses attributes for dynamic
access control and human-in-the-loop privacy controls (e.g. Insta-
gram's 'Restrict' feature [104] for controlling interactions, e-mail
spam �lters that allow manual corrections [6], and marketing cam-
paigns that respect the user's perceived privacy preferences [86]).
We refer to Section 6 for sample applications and to Appendix C
for further details.

SPP Baselines and Evaluation. As baselines, we ran the afore-
mentioned basic models. We evaluate the accuracy of the models
with cross-validation and test sets to ensure that the model gen-
eralises well to unseen data. Implementation details can be found
in Appendix B. We also perform statistical hypothesis testing on
the extracted eye-tracking features to examine whether the ob-
served di�erences across experimental conditions or participant
groups are statistically signi�cant. These tests assess whether vari-
ations in metrics such as �xation duration, saccade amplitude, or
pupil dilation are likely to re�ect systematic e�ects rather than
random noise or individual variability. To quantify the strength of
evidence against the null hypothesis (i.e., that there is no meaning-
ful di�erence between groups or conditions), we compute?-values.
These values represent the probability of observing the given data,
or something more extreme, under the assumption that the null
hypothesis is true. A?-value below a conventional threshold (typi-
cally 0.05) is considered indicative of a statistically signi�cant e�ect.
Hence, we made the following key observations in relation to SPP
Tasks 1-4:

Inter- and intra-user variations.Table 1shows the accuracy of the
aforementioned models if all (meta)data is passed to the ML model.
Our results demonstrate that gaze data can quantify perceived pri-
vacy since results exceed chance levels (0.5 for Task 1 and 0.14 for
Tasks 2 and 3). We further analyse this in both person-speci�c and
person-independent settings. In each case, models were trained
on 80% of the data and tested on the remaining 20% with cross-
validation. In the person-speci�c setting, models are tested on 20%
of individual participants, accounting for personal gaze behaviours
(with only one sample at a time independent of any user history),

Table 1: Accuracy of the SPP tasks Section 5.1.

Binary Privacy
Perception

Privacy Level
Perception

Contextual Privacy
Perception

Person-independent
DT 0.54 0.19 0.23
SVM 0.64 0.34 0.37
LR 0.63 0.34 0.36
RF 0.60 0.29 0.32
KNN 0.56 0.21 0.24
TF 0.52 0.34 0.37

Person-speci�c
DT 0.61 0.23 0.24
SVM 0.70 0.38 0.39
LR 0.75 0.40 0.40
RF 0.66 0.35 0.37
KNN 0.62 0.30 0.31
TF 0.81 0.52 0.54

Down-sampling
DT 0.48 0.15 0.16
SVM 0.57 0.30 0.33
LR 0.55 0.28 0.29
RF 0.52 0.24 0.26
KNN 0.45 0.20 0.20
TF 0.46 0.30 0.31

Gaze + Stimuli (ours)
DT 0.89 0.73 0.72
SVM 0.93 0.81 0.83
LR 0.92 0.80 0.81
RF 0.90 0.82 0.80
KNN 0.88 0.79 0.82
TF 0.97 0.87 0.90

Gaze + Stimuli (PrivacEye)
DT 0.58 - -
SVM 0.67 - -
LR 0.66 - -
RF 0.70 - -
KNN 0.58 - -
TF 0.75 - -

Gaze Saliency Maps
DT 0.45 0.17 0.21
SVM 0.52 0.30 0.31
LR 0.57 0.29 0.30
RF 0.52 0.23 0.27
KNN 0.50 0.18 0.18
TF 0.46 0.29 0.32

Residual Gaze Maps
DT 0.23 0.11 0.13
SVM 0.21 0.15 0.22
LR 0.19 0.17 0.08
RF 0.27 0.19 0.21
KNN 0.09 0.10 0.23
TF 0.31 0.18 0.19
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